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1. Nhu ciu va yéu cau bao mit dir liéu toan dién

Dir liéu ludn 12 tai san quy gia nhit cha to chirc, dac biét 1a cic to chirc hoat dong trong
linh vuc tai chinh, ngin hang. Cac thong tin quan trong, nhay cam, néu bi 16 ra bén ngoai, sé
anh huwdng rat 1om dén cong viéc kinh doanh cta té chirc. Cing v&i sw phat trién clia cong
nghé thong tin, phwong thirc truyén gtri dir liéu, trao do6i thong tin cling nhw cac kénh/giao
thirc ngay cang da dang, kéo theo phat sinh cang nhiéu nguy co mit théng tin, 16 thong tin
quan trong ra bén ngoai to chirc. Dwdi diy 1a cac nguy co, de doa doi véi dir liéu quan trong
ma mot to chirc thwong gap phai:

+ Cac thiét1ap yéu/ sai d6i véi dir liéu va hé thong lvu triv div liéu

o Cac hé théng lvu trir dir liéu tip trung (File Server, Sharepoint, ...) dang thiét 1ap va
phan quyén chwa ding (yéu/sai) dan dén nhiéu trwong hop dit liéu quan trong c6
thé bi truy cap bat hop phap, hodc vo tinh bi 16 ra.

o Dit liéu quan trong trong sudt qua trinh stra dung cé thé dwoc lwu trir & cac vi tri
khéng an toan, tiém 4n nguy co bi truy cap bat hop phap.

+ Cac hanh vi vo tinh cia ngwdi dung:

o Cac thiét bi ca nhan nhw laptop, mobile bi mit hodc dwoc dem di bao hanh, bao tri tai
nhitng ctra hang khong tin cdy,... Trén 0 clrng ctia cic thiét bi nay chira nhiéu thong
tin quan trong cia ngan hang, dé dang bi 14y ra.

o Cac may tram bi nhiém ma ddc (Trojans, key loggers, malware, ...) hodc bi théa hiép.
Cac ma doc nay Am tham thuc thi cac hanh vi x4u nhu: Truy cip vao cac dir liéu quan
trong, thu thap va gri dit liéu trai phép ra ngoai ma ban than ngwdi st dung khong
biét.

o Copy mét sé dir liéu quan trong cia ngan hang ra cac thiét bi ngoai vi nhw 6 USB dé
gtri cho dong nghiép, sau d6 quén khong x6a ma lai cho mdt ngwoi khac mwon.

# Cac hanh vi c0 y cia ngwoi dung:

o Heé théng CNTT cua Doanh nghiép khi ap dung mot s6 bién phap bao mét ciing sé han
ché it nhiéu dén su tw do cua tirng ca nhén. Vi vy, mot s6 nguoi sé cd y sit dung mot
s6 bién phap nham vwot qua cac hé thdng bao vé. Cac hanh vi ¢8 y nay sé truc tiép
hodc gian tiép tao ra cac kénh dé dir liéu nhay cam ctia Doanh nghiép lot ra ngoai.

o Mot s6 ngudi dung bat man trong cdng ty c6 thé tim cach truy cip va danh cip cac

théng tin nhay cam dé mang ra ngoai.
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D& ddm bao tinh an toan cho dir liéu cia to chirc trwdc cac nguy co bi kham pha cling nhw
bi thit thoat ra bén ngoai mot cach bat hop phap da dé cip & trén, T6 chirc cin dwoc trang bi
mot gidi phap bao mat dir liéu tong thé, giai phap bao mat dir liéu tong thé nay phai dap &ng
toi thiéu cac yéu cau:
+ Yéu cau vé viéc nim bat va hiéu dwoc dir liéu: Dit liéu dang lwu trit & dau, gom
nhitng dit liéu gi, ...
+ Yéu ciu vé phinloai va gan nhan cho dir liéu: Phin loai va gan nhin dir liéu theo
murc d6 quan trong.
+ Yéu ciu vé ma héa dam bao tinh bi mat cho dir liéu: M3 héa va kiém soat nguoi
dung truy cap vao dir liéu.
+ Yéu ciu vé phong chong thit thoat div liéu: Phat hién va ngin chan cic hanh vi
gdy that thoat dir liéu ra bén ngoai.
+ Yéu ciu vé phat hién de doa lién quan dén dir liéu va xtr ly: Gidm sat, phan tich

lién tuc, dinh danh va xt ly cac de doa lién quan dén dir liéu quan trong cda to6 chirc.
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2. Dé xudt giai phap bao mit dir liéu tong thé
Vé&i nhirng rui ro, de doa doi voi dir liéu da dé cap, cac yéu ciu dinh hwdng dé bao vé dir
liéu hiéu qua cho t6 chirc, ching toi dé xuit bo gidi phap bao méat téng thé, ddm bao kha nang
bao vé toan dién cling nhw vin hanh bao méit hiéu qua, toi wu.

Giai phap bdo mit dir liéu toan dién dé xuit bao gom:

Data Encryption
Data Discovery & Classification & Right Management

< Varonis Data Discovery < Trellix Data Encryption
< Fortra Data Classification < Seclore Right Management
< Varonis Data Risk Assessment

Data Security Posture \ &
Management Data Loss Prevention

< Varonis Data Usage Insights < Trellix Data Loss Prevention
(UEBA)

<+ Varonis Threat Detection &
Response

Figure 1: Completed Data Protection Platform

4+ Kham pha, kiém ké dir liéu (Varonis - Data Discover & Inventory): Thuc thi kiém
ké va kham pha dir liéu di va dang lwu trir trén cac hé thong lwu trir tAp trung bao gom
day du tir dit liéu nao, lwu triv & dau, dang dwoc phan quyén thé nao, ... gitp t6 chirc dé
dang nhan dién cac dir liéu cda to chirc dang dwoc lvu trir cling nhw dinh danh céc rii ro
tiém an lién quan.

4+ Phéin loai, danh nhan va chuin héa dir liéu (Fortra - Data Classification &
Labeling): Thuec thi phan loai, chuin héa va gan nhan dir liéu dwa trén mirc d6 quan
trong cta dit liéu, dwa theo phong ban sé hitu dit liéu,... ddm bao tinh dé dang quan ly va
dwa ra cac bién phap/chinh sach bdo vé dit liéu mot cach phu hop nhat, dong thoi hd
tro to chirc dat dwgce cac yéu ciu tuin tha vé 1SO.

+ Kha ning ma héa va ki€m soat truy cap dir liéu (Trellix - Data Encryption): Thuc
thi ma hoa dir liéu, ngan chin viéc truy cip/kham pha néi dung dir liéu bat hop phap.

Pam bao tinh bi mat/riéng tw dir liéu cda t6 chirc.
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+ Kha niang giam sat, phat hién va ngin chin thit thoat dir liéu (Trellix - Data Loss
Prevention): Giam sat, phan tich cidc hanh vi truyén gwi dir liéu, phat hién va ngan chin
cac hanh vi truyén gtti dix liéu vi pham chinh sach bao mét dix liéu cua to chirc, canh bao
cho quan tri vién, lwu trit bang chirng vi pham dé€ diéu tra va quy trach nhiém.

+ Kha nang giam sat lién tuc, phat hién cac ruai ro, de doa va xi ly (Varonis - Data
Security Posture Management): Giam sat lién tuc cac hanh vi truy cap dit liéu cua
nguoi dung, cac thay doi trong thiét 1ap vé phin quyén, cac log truy cap mirc vanh dai
(web proxy, dns, vpn, ...)... phén tich téng hop lién tuc va phat hién cac de doa lién quan

dén dir liéu, ttr d6 dwa ra bién phap x ly (tw dong/thu cong).
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3. Chi tiét tinh nang giai phap bao mat dir liéu tong thé

Bo gidi phap bao mat dir liéu tong thé, véi cac module twong rng gitp té chirc bdo mat

dir liéu toan dién, khép kin va tdi wu hoa.

Threat
Detection &
Response

Classification

Data Loss
Prevention

Figure 2: Data Protection Modules
3.1. Ra quét, kham pha, kiém ké dir liéu hé théng

Giai phap cung cip san 01 engine thuc thi ra quét, kiém ké va kham pha dir liéu da va
dang lwu trit trén toan bd cac hé théng data repo (File Server, NAS, Sharepoint, Database, ...)
cda td chirc, tir d6 gidp t6 chirc nhanh chéng kiém ké va nhan dién dwoc trang thai dir liéu da

va dang luu trit ra sao:

o CAu tric lwu trit trén hé thong data reppo thé nao
o Cdcloai file, kiéu file, dung lwong file va meta data cua céc file da va dang lwu trit.
o Loai dir liéu ctia noi dung cac file (PII, PCI, ...), cac loai dit liéu trén tirng file.

o Quyén dang thiét l4p doi véi cac folder/file dang lwu triv
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o Drilldown chi tiét thong tin vé file dit liéu theo nhiéu chiéu khac nhau (di liéu,

quyén, ndi dung, ...)
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Figure 3: Data Discovery - Data, Content & Permission

Thong qua viéc kiém ké chi tiét déi véi div liéu, to chirc cling ¢6 thé nhanh chéng xac dinh

dworc cac rii ro tiém 4n da va dang ton tai déi véi cac dir liéu quan trong nhuw: Cac file/folder
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chira dir liéu quan trong nhwng lai dang dworc thiét 1ap quyén & ché do public (cho toan bd
nguoi dung té chirc cé thé truy cip), cac file quan trong nhwng lai dang dwoc chia sé véi
nguwoi dung bén ngoai, ... tir d6 chi dong trong viéc x ly sém cac rii ro doi voi div liéu tiém

an nguy co 16 lot nay.

SHAREPOINT ONLINE £ https://Corp.sharepoint.com
== No. of Sensitive Files 2= No. of Sensitive Files - i .
- Shared Publicly Shared With External Users W No.of Stale Sensitive Flles
O, 0, 0,
70% 38% 50%
143 FILES 160 FILES 71 FILES

No. of Files Shared Publicly . No. of Sensitive Files

Figure 4: Data Discovery - Risk Identification & Assessment
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Salary data exposed to the internet
Activity Identities Entitlements Resources Compliance
mshﬁmds Name Size Hit Count Items Count Classification Categ: Exposure
© i 3 GDrive 10.3MB
Palicius & polyrizelab.com 10.3MB 34 15
o % Internal My Drives 10.3MB 34 15 P
M Josh Hammond's My Drive 10.28MB 27 13
& Katherine Abner's My Drive 18.51KB 7 2
B Foldert3 9.25KB 4 1 Pl
& HR 9.25KB 3 1 ' P
insights & 2020 9.25KB 3 1 Pi
& . - 12 9.25KB 3 1 Pl
Reports
B Sslary.xisx 9.25KB 3
[Remediation box Box 14.02MB 827 61
& salesforce 1.8MB 468 5 Pl
A A 2.59MB 6.1k 108
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Figure 5: Data Discovery - Risk Identification & Assessment

Engine ra quét, kiém ké dir liéu cho phép thiét Ip t6i wu hda cho t6 chirc bao gom:

o

Built-in sdn bo thw vién Data Discovery 16n (khodng hon 400+ rule nhan dién), gitp
dé dang phat hién va dinh danh dit liéu theo cac chuin tun thi twong rng.

Dé dang xay dung bo pattern cho c4c dit liéu quan trong riéng cua t6 chirc.

Bén canh cac bd pattern nhan dién di liéu lién quan, engine ciing bao gdbm sdn kha
nang nhin dién cac théng tin secrets/tai khoan cua hé théng bao gom khong gidi
han: Passwords, Database credentials, Connection strings, Private keys, Encryption
certificates, API keys, Authentication tokens, Encryption keys, ...

Kha nidng thiét 1ap quét theo lich, ddm bdo kha nang kiém ké/kham pha lién tuc va
mém déo theo nhu cau.

Kha nang thwc thi quét dang Incremental Scan, gitip t6i wu héa kiém ké dir liéu hé

théng.
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DCE ano DW CONFIGURATION

Classifications Rules  Schedules

i 4 | " EditRule
Drag a columri header here to group that column

Name Status

FR Personal Data Protection
UK Data Protection Act

DE Personal Data Protection
SE Personal Data Protection
BR Personal

AU Privacy Act

CN PIPEDA

CH Personal Data Protection
RU Personal Data Protection
ES Personal Data Protection
SA Personal Data Protection
PCI Data Security Standards (PCI-DSS) Strict
American Express

Taiwan ID

Visa

Confidential

(SRR R R R T TR R T < N R I <)

Patterns File Types

Import Files Priorites Advanced

& Enable Rule

Description

Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable infarmation (Pl) for
Rule for detecting perseonally indentifiable information (Pll) for
Rule for detecting perseonally indentifiable information (PlI) for
Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable infarmation (Pll) for
Rule for detecting personally indentifiable information (PlI) for
Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (Pll) for
Rule far detecting persenally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (PII) for

Figure 6: Data Discovery - Rules
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Category Classification
Pl Sensitive
*Pll Sensitive
*Pil Sensitive
*Pll Sensitive
*Pll Sensitive
*Pil Sensitive
*Pll Sensitive
Pl Sensitive
*Pll Sensitive
*Pil Sensitive
*Pil Sensitive
*PCI Sensitive

Sensitive
Sensitive
Sensitive
Sensitive

Véi két qua kiém ké, khdm pha dir liéu, to chirc sé c6 cai nhin toan canh vé dir liéu va viéc

lwu trir trong té chic:

o

Hé thong data repo dang lwu trit nhw thé nao

Dit liéu quan trong cta t6 chirc

dang lwu trir & dau, vi tri nao

Dir liéu quan trong da va dang dwoc thiét 1ap kiém soat bao méat/ truy cip ra sao

C6 hay khong dir liéu quan trong da va dang tiém an nguy co/ rii ro bao mat (cé kha

nang truy cip bat hop phép)

Tir @6 gitp dinh hinh va chuin bi phwong dn vé bado méit cho dit liéu trong cic budec tiép

theo.

3.2.

Phan loai va gan nhan dir liéu hé thong

D& dam bao viéc bao vé dir liéu 1a hiéu qua nhit, dir liéu trong hé théng cin dwoc phan

loai theo cac mirc d6 quan trong khac nhau va dwogc gan nhan mot cach ré rang, giup cho

nguwoi dung ciing nhw hé thong céng cu bao mét c6 thé nhan dién va thuc thi theo cac chinh

sach bdo mit da dwoc thiét 1ap.
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Véi dir liéu da va dang dwoc phan b tuy bién trén: Hé thong lwu trir tip trung (Data Repo
nhu File server, sharepoint, database) va trén hé thong may tram ctia ngwoi dung. Giai phap
phén loai dir liéu cho phép thuc thi phan loai va gdn nhan cho dit liéu theo nhiéu tiéu chi khac
nhau: Mirc d6 phan loai, phong ban sé& hiru, pham vi s dung, ... hodc két hop cac tiéu chi lién
quan.

D&t liéu sau khi dwoc phin loai, gdn nhin xong thi nhin sé dwoc b6 sung vao

header/footer/ watermark / metadata cta tai liéu.
4+ Phén loai va gan nhin cho dir liéu trén data repo:

Giai phap cho phép lap lich dé tw dong hoda tac vu ra quét dir liéu trén cac hé théng lwu
trit di¥ liéu. Véi cac dir liéu matching theo cac tiéu chi dit ra (nhw dwdng dan lwu trit, kiéu
file, data owner, tén file, ndi dung cua file, ...), cong cu sé tw dong phan loai va gan nhan theo
chinh sach phéan loai dir liéu. Sau khi thwc hién phén loai xong, nhin dit liéu sé dwoc bb sung

vao tai liéu giup ngwdi dung ciling nhw cac giai phap bao mat nhan dién dir liéu mot cach dé

N
dang.
B O=len =
“ Home Share View
L i * Metwork » host-2 » Users » bob TITUSCLOUD » Downloads » TestFileShare2 » Pl v
TestFileShare2 ¢ A Name Fied Type size
Open
Filesforscanding y ] Cuy Mount as ImDisk Virtual Disk 17KB
attp P Inst [T Scan with Windows Defender...
lllurinate Test Files Pl san £ Share
Pl K17 san Open with >
&l Tity
WeAiciding Metadata Properties
& Onelrive " Classification > Public
About...
I ThisPC intemal > Customer Confidential
¥ 30 Objects B3 Addto archive.. 2 fapnaentia] 2 Dirtner Contadental
I Desktop Bl Addim Clstinfaratt et ? HR Confidential
4| Documents BB compress and email; e choose ? Government Confidential

B3 Compress to “Cust Info.rar” and email - =
4 Downlaads Document Category
Always available offline

D Music

Restore previous versions
= Pictures = Sales Forecast
B Videos Sendto > Work Statement

e Local Disk (C:)

- REmovable Disk (E:)

Cut
Copy

Create shertcut

Patent Application
Technical Design Specification

Insurance Claim

= Removable Disk (E:) Bl Client Portfolio
elete 2 2
= Netwrk LS Bill of Lading
¥ Containz Personal Data?
Sitems  1item selected 116KB Sippeies

Figure 7: Data Classification & Labeling - Data in Repo

+ Phan loai va gan nhan cho dir liéu trén may tram ngwoi dung:

Classification: Tech Dept - Proposal Info - Internal Use

12



PARTNERING SUCCESS

Khi ngwoi dung cia Khach hang str dung cac chwong trinh trong bd Microsoft Office dé
tao ra dir liéu (tao va lwu - save), thanh phan phan loai dit liéu trén may tram sé yéu cau
nguoi dung phan loai va gan nhan cho dit liéu nay.

Vi du dwéi day 1a két hop phén loai dit liéu theo phong ban va mirc d6 quan trong cia dir

lieu
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Figure 8: Data Classification - Creating & Using data
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Khi tai liéu/dir liéu dwoc tao ra, ngudi dung bat budc phai phan loai dit liéu (Lwa chon
phong ban, mtc dd quan trong) thi méi cé thé lwu (save) dir liéu. Tinh ning ddm bao rang
moi dit liéu ctia Khach hang ma nguoi dung tao ra déu dwoc phan loai va chuin hoa.

Nguoi quan tri cé thé thiét 1ap cac chinh sach cho phép/khong cho phép/canh bio... khi
mot ngwdi dung cua Khach hang thay déi nhan phan loai dir liéu (doi tir mirc do cao xudng
thép, tir thip sang cao, d6i phong ban,...), dong thoi lwu lai thong tin vé nguoi dung da thay
d6i nhan phan loai dir liéu phuc vu qua trinh diéu tra, quy trach nhiém khi cin thiét (trong

treong hop ngudi dung vo tinh, ¢6 tinh phan loai dir liéu sai mic)
3.3. Mahoa dir liéu

Sau khi da nhan dién cac dir liéu quan trong, thwc thi phan loai va gan nhan, t6 chirc c6
thé thuc thi viéc ma hoa dir liéu, kiém soat quyén truy cip, dam bao chi nhirng nguoi lién
quan mé&i cé thé truy cip vao dir liéu theo cac mirc dd quan trong khac nhau, ddm bao tinh
an toan, bi mat cho dir liéu quan trong.

B0 giai phap dé xuit bao gbm sdn tinh ning ma hoa d6i véi cac tredong hop (usecase) bao

vé dir liéu khac nhau bao gom:

o M4 héa toan bd 6 ctirng (Full Disk Encryption): Ap dung két hop chudn ma héa nang
cao va pre-boot authentication d€ ma héa toan b 6 cirng ctia may tinh, phong chdng
viéc truy cip bat hop phap va dam bao an toan cho dit dir liéu trong cac trueong hop
6 ctirng bi danh cdp, laptop bi danh cip, hoic cac hanh vi ¢6 tinh clia ngwoi dung (rut
0 clrng mang vé).

o Ma héa Folder/File Share / File Server: Tw dong héa viéc ma héa dir liéu trén cac
folder / file server va phan phoi khéa tip trung, ddm bao tinh tuin tha trong truy
cip vao dir liéu quan trong trén hé thong lwu trit.

o Mahda USB: Ma hoa USB, dam bao an toan cho dir liéu dwoc lwu triv va chia sé thong
qua kénh USB.

+ Ma hoéa toan bd 6 cirng
o Mad héa toan bé é cirng dir liéu
Giai phap st dung thuit toAn ma héa manh chuin qudc té AES-256 dé€ ma hoa toan bd
0 cirng dit liéu, ddm bao dir liéu dwoc lwu triv trén 6 cieng ludén ludon dwgc bao mat ké ca

trong cac tredng hop May tinh/Laptop hay 6 cirng bi mat, bi danh cap. Giai phap cho phép

Classification: Tech Dept - Proposal Info - Internal Use
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nguoi dung tuy chon cac 6 cieng/phan ving sé dwgc ma héa tuy vao muc dich bao vé dir

liéu ctia minh.

o Kiém sodt truy cdp dir liéu manh mé

Giai phap st dung cong nghé ki€ém soat truy cdp manh (Preboot-Authentication) dé
xac thuc ngudi dung dwoc phép truy cap vao 6 citng dit liéu da dwoc ma héa. Ho tro

tich hop xac thyc véi cac phwong thire: Password, Token, Certificate, ...

Endpoint Encryption

o Hb tro’ Single Sign On

Giai phap ma hoa may tinh/Laptop két hop v&i nén tang bao mit ciia hé diéu hanh
cung cap kha nang bao mat nhiéu 1ép (Multi-factor authentication). D€ don gian va tién
loi cho ngwoi dung, nguwdi dung cé thé thiét 1ap ché do dang nhap mot Ian - Single Sign
One khi tich hop véi tai khoan Active Directory (LDAP) trong khi vAn dam bao tinh an

toan va bi mat.

o Mad héa/qgidi md trong suét véi nqwoi dung

Dit liéu trén 6 clirng chi dwoc gidi ma (& dang ré) khi ngwdi dung xac thwe thanh céng
v&i hé thdng ma héa may tinh/Laptop. Qua trinh ma héa va gidi ma dién ranhanh chéng,
khong anh hwdng téi performance cling nhw hoat dong, thao tac st dung ctia nguwoi

dung. Ngudi dung str dung may tinh/laptop nhw véi may tinh/laptop binh thuwdng.

o Tdng téc md hoa va hé théng voi cong nghé AES-NI
Giai phap ma hoa dir liéu may tinh/Laptop c6 kha nang tich hop véi thé hé CPU méi

(Core I3, I5) tang téc qua trinh ma hoa, gidi ma cling nhw xt ly dit liéu.

+ Ma hoa File / Folder/ File Server va USB

Classification: Tech Dept - Proposal Info - Internal Use
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o Md hoa dir liéu

Giai phap str dung cac thuit toan ma hda manh, cic engine ma héa manh dé ma héa
dir liéu, ngan chin cac hanh vi truy cp va khdm pha bat hop phap t&i cac thong tin quan
trong dwoc ma héa. Cac Engine-thuit todn ma héa dwoc st dung bao gobm: AES 256 Bits
FIPS 140 -2

o Duy tri tinh bi mdt toan dién (Persistent Encryption)
Giai phap c6 tinh ning ma héa dir liéu va ddm bao dir liéu luén dwgc ma hoa bat ké
tai liéu, dir liéu d6 dwoc copy,move, hay dwoc truyén/gwi téi bat ky vi tri nao thong qua

bat ky phwong thirc/giao thirc nao.

o Thiétldp chinh sach md héa tw déng
Giai phap cho phép nguwdi quan tri dinh nghia chinh sdch ma héa tw dong. Véi chinh

sach nay, khi dit liéu dworc tao ra sé tw dong dwoc ma hoa:

* M3 héa tw ddong dwa trén rng dung: Ngwdi quan tri cé thé dinh nghia cac
dit liéu dwoc tao ra bédi mét wng dung nao dé sé dwoc ma héa tw dong
ngay sau khi dit liéu dworc tao ra. Vi du cac file dwoc tao ra béi rng dung
Microsoft Word, Microsoft Powerpoint, Microsoft Excel ... hodc bat ky

n

File Encryption Options:

Process Nama: ‘notepad.exs |

;
Extensions ¢t |

Kay: \I\r_hz_-Tech-V.e'; |

Process Name: [winword.exe |

B [dac |

Keyt |Mi2-Tech-Key 1S

Process Name: |

s \ |+
|
|

Key: ‘DEFauIt Local Key

* M3 héa tw dong dwa trén vi tri: Ngwdi quan tri ¢6 thé dinh nghia chinh
sach ma héa dir liéu dwa trén vi tri lwu triv ctia dit liéu. Theo d6, tat ca dir
liéu dang duwoc lru trit hoac dwoc copy/move téi vi tri leu trit nay sé

dwoc ma héa mot cach tw dong.
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Endpoint Encryption for Files and Folders 4.0.0:EEFF Policy Settings > Folder Encryption > Mi2-Folder Encryption

Folder Encryption Options: Dath: |D:\Secret_FcIder ||T|
Key: |Sharad Key - Tech-Sale | s
Path: | | i |T|
Key: |Mi2-5a|es-KE',' |

~
X

o Ho tro chinh sdch dwa trén ngwoi dung hé théng Active Directory

Giai phap hd tro xay dung chinh sach dwa trén tai khoan ngudi dung ciia hé théng
Active Directory. Chinh vi vay gidi phap ddm bao tinh mém déo khi trién khai, cic ngudi
dung, nhém ngudi dung c6 vai tro khac nhau sé c6 Khéa va chinh sach ma héa riéng
biét. Sau khi ngwdi dung xac thue va truy cip vao hé thong Active Directory thanh céng,

khoéa va chinh sdch ma héa sé dwoec tai vé va thiét 1ap cho nguoi dung nay.

o Hb tro co ché chia sé khéa dung chung

Giai phap ho tro co ché chia sé khoa, ddm bao ngwdi dung trong nhém/phong c6 thé
chia sé dworc tai liéu cho nhau, trong khi vAn dam bao tinh bi mat ctia tai liéu déi vdi cac
ngudi dung khac.

» MOoingudi dung sé c6 mot khoa riéng dé ma héa di liéu cia minh, dong
thoi c6 thém khoéa chi sé ciia nhém d€ ma héa cac tai liéu, dir liéu ma
nhém. Chinh vi vy, cac thanh vién cia nhém luén truy xuit dwoc dir liéu
clia nhém minh, trong khi di liéu d6 vAn ddm bao dwoc tinh bi mat ddi

v@i cac thanh vién khong thudc nhom.

Key Database
“X(Top Secret)
“Y{Confidential)
«Aflnternal)
POLICY
Top management Section Manager Staffs
Key Rights Key Rights Key Rights
=X Key =Y Key ~Z Key
-AKey
D ) =
x legaliransmitling W x llegal transmitting x
=] 23
¥ MG AICEE Do w Y lllegal transmitting “
e whid
Internal Flow w
Internal Flow Leakage
- W g L 9
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3.4. Phong chong that thoat dir liéu

Cac module phong chdng chit thoat dit liéu giup t6 chirc thuc thi viéc gidm sat, phat

hién va ngdn chin cic hanh vi ma ngwdi dung voé tinh/ ¢6 tinh truyén gii dir liéu quan

trong ra bén ngoai vi pham chinh sach bido mit cta t6 chirc. Cic module phong chong

thit thoat dit liéu dwoec trién khai toan dién tir mirc may tram, dén mirc mang / gateway

va Cloud.

3.4.1. DLP Monitor - Giam sat, canh bao va capture thong tin truyén giri

o Dinh danh cac hanh vi truyén giri vi pham chinh sach

Giai phap DLP véi thanh phan DLP Monitor dwgc trién khai tich hop v&i cdng Span

port cuia thiét bi Core Switch. DLP Monitor sé capture toan bo cac luong dir liéu di qua

thiét bi Core Switch (C6 thé ciu hinh dé DLP Monitor capture cac luéng truyén gt

theo chinh sach dwa trén thong tin nguén, dich, giao thirc, ...) valwu trir vao hé thong

lwu trir ciia thiét bi.

DLP Monitor dong thoi phén tich theo thoi gian thwe tit ca cac lubng dir liéu truyén

gri qua thiét bi Core Switch, Phat hién cic luong dir liéu truyén gii cé chira cac thong

tin quan trong - da dwoc dinh danh/danh diu la quan trong cida to chic.

Véinhirng luong dir liéu truyén giri vi pham chinh sach dét ra, DLP Monitor lwu lai

bang chirng va bio céo chi tiét:

Dir liéu gi (NGi dung)

Puoc ai giri di (Sender)

Gwi di dau

Glri bang phwong thirc/giao thirc gi

Thoi gian truyén giri

o Kha nang capture, diéu tra trong qua Khir va tinh chinh Policy

Kha nidng capture va lwu trit cic phién truyén giri dit liéu 1a diém manh cua Trellix

DLP va dwoc coi la tAim nhin m&i dé€ trién khai giai phap DLP hiéu qua:

Cac giadi phap DLP monitor ctia cac vendor khac hoat dong dwa trén co

ché: Xay dung Rule trén DLP monitor va giam sat, néu traffic truyén gt

Classification: Tech Dept - Proposal Info - Internal Use
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vi pham chinh sach dat ra thi thuc hién cac Action canh bao cho nguoi
quan tri, lru evidence. Tuy nhién khong thé biét dwgc mirc d6 hiéu qua
cta chinh sach dit ra. Cling nhw cac treong hop hé thong DLP Monitor
“lot” do dinh nghia Rule chwa chinh xac, viéc tinh chinh chinh sach DLP
sé doi hoi phai mat mét thoi gian dai 4p dung vao hé thong dé biét két

qua/mirc do hiéu qua cua chinh sach DLP.

Data

/,_I
e
@Iiﬂ
Bit Bucket

» Trellix DLP Monitor tiép cin bang cach Capture - lwu lai toan bd cac

lubng traffic truyén giri va cung cip kha nang:

McAfee DLP Leverages Data © McAfee

.

Victations

= Captured
Investigate Data
Predict Risks

Define and tune policies faster and more accurately.

Figure 9: Trellix DLP - Data Capture for Tuning & Investigation
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Dé dang Tao ra Policy m&i va Test ludn Policy mé&i nay trén ludng dit liéu
da dwoc Capture. Nén quan tri vién c6 thé biét dwoc luén mirc do hiéu
qua cua chinh sach dwoc tao ra. Tir d6 dé dang tinh chinh mot chinh sach
DLP phu hop trong thoi gian ngén thay vi cac vendor khac mudn thir
policy méi phai ap dit policy mot thoi gian dai dé€ monitor trong khi
khong biét dwgc mirc do hiéu qua cua chinh sach dat ra.

Véi ludng dir liéu dwoc captured nay, quan tri vién ¢ thé diéu tra moi

hanh vi truyén gri cia ngwoi dung trong qua khi, ké ca cac hanh vi

truyén gri ma hién tai, chinh sach 4p dung chwa triét dé, chwa toan dién.

POLICY FILTER

F

Trash
Bin

Violations
DB

Google-like search

Egressout capabilities
— HrPCilA User-defined wiping
Appropriate Use schedule
Toe s Takes the pressure off
of policy tuning
LegacyVendors FRCP compliant

Assumes | know everything

to protect Self-remediation options

False negatives destroyed Dashboard reports Everything captured
Can’tLEARN from misses Distributed notification of Solves the “Information
and re-adjust policy filter violations and reports gap” problem

Able to LEARN from

the past

Figure 10: Data Capture - Tuning & Investigation

Viéc st dung cong nghé Capture vao hé thong DLP dwoc Gartner danh gia la phat

minh vé cdng nghé gitp td chirc xay dwng chinh sach DLP hiéu qua/phu hop trong

thoi gian ngan nhat, diéu tra hanh vi trong qua khit véi day da bang chirng.

“The capture database, which allows for previously captured data to be used for

analysis and testing new rules, is an innovative and distinctive feature that has been

well-received by clients and continues to be reported as a leading feature for clients

adopting the McAfee/Trellix content-aware DLP solution” - Gartner Report

Classification: Tech Dept - Proposal Info - Internal Use
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3.4.2. DLP Prevent - Chong that thoat dir liéu qua kénh Web/Mail
DLP Prevent c6 nhiém vu ngdn chan ngwoi dung truyén, gii trai phép dir liéu nhay
cam, quan trong cda t6 chirc ra ngoai thong qua hai kénh phé bién 1a Web va Email.
Do do, thiét bi nay sé tac nghiép cuing hai thiét bi Web Gateway va E-mail Gateway san
c6 trong hé thong cuia to chirc.

o DLP Prevent tich hg’p véi Email Gateway giam sat va bao vé dir liéu trén

luong Mail

Destination
email servers

SMTP X-header tagged email
is sent back to the MTA to
performed the desired action.
(ALLOW, BLOCK, ENCRYPT,
BOUNCE, QUARANTINE)

Appropriate mail is sent
outbound.

5
Deskto g "
3 stemg = McAfee Email Py
v | # Gateway or ppd B
2 other MTA o K
4 \ A -:
i = y
A d 4 _ Integration .
i ok £ 4 = ~ isprovided H
An email is sent from the client =" i,:' using a1 .
machine's Outlook to MS 5, “"-‘
Exchange using IMAP eIl oae=" . ‘4 McAfee NDLP
: “%ﬁb Prevent
- > 4
Using an SMTP connector, ! L
Mail is routed to an MTA (i.e. " e Network DLP analyzes email
McAfee Email Gateway) o= using its realtime rule engine and
3 tags the email with an SMTP X-

Header and stores the email event

Unencrypted copy of SMTP in its capture database

Mail is forwarded by the
MTA to McAfee Network
DLP Prevent as a co-
processor

Figure 11: DLP Prevent - DLP for Mail

Nguoi dung giri Mail, Mail sé giri t&i may cht Mail Server cia hé thong.
May cha Mail Server sé giri Mail t&i hé thong Email Gateway

Hé thong Email Gateway dwgc cau hinh gri Mail t&i DLP Prevent.

DLP Prevent thwc hién ki€m tra mail, phan tich, phat hién cic mail
truyén gri théng tin nhay cdm va xac dinh actions twong ng (cho phép,
ngan chan, ma hoa, cachly,...). Sau dd, gan thé tag (chir action twong tng)
vao SMTP X-header ro6i gwi tra lai cho Email Gateway

Hé thong Email Gateway sé doc X-header cua Mail roi thwc hién theo

Action (cho phép, ngan chan, ma héa, cach ly,...)
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o DLP Prevent tich hop vé&i Web Proxy giam sat va bao vé dir liéu trén luong

Web.
Web servers on pk - ’z
the internet -a P
5
& 4
Appropriate web trafficis ="
sent outbound. - MNetwork DLP analyzes the traffic
" using its realtime rule engine and
o P4 orders the web proxy to either
Desktop /' = McAfee Web ALLOW, BLOCK or REDIRECT
Systems I =3 Gateway or ¢ the traffic and stores the traffic
4 | other Web event in its capture database.

1 . \"m"y *~._ McAfee NDLP
. - & *s». Prevent
A web page from the internel’>. _ FA i
is requested or some content  TT="" > i
is to be posted to by the client
machine’s web browser via a
web proxy

-
-
---------

2 Integration
is provided

Using the ICAP protacol, web tl-:JeSI-i:l:EP

traffic is routed to a web proxy
(i.e. McAfee Web Gateway) protocol

3

Unencrypted copy of the
web traffic is forwarded by
the proxy to McAfee
MNetwork DLP Prevent as a
co-processor

Figure 12: DLP Prevent - DLP for Web

* Ngudi dung tién hanh request truy cip internet va upload dir liéu

* Request nay sé dwoc dinh tuyén téi thiét bi Web Proxy.

» Thiét bi Web Proxy sé giri request t&i thiét bi DLP Prevent theo giao thirc
ICAP (Bluecoat/Websense/...) hoat dong la ICAP Client, DLP Prevent
hoat dong 1a ICAP Server - Ché do ICAP hoat dong la Request Mode).

= DLP Prevent sé thwc hién ki€m tra request, phan tich va phat hién cac
request c6 chira théng tin nhay cadm, dong thoi dwa ra cac action twong
tng (Ngan chan, cho phép,...) vao trweong X-Header cua request. Sau do
DLP Prevent chuyén lai request vé cho Web Proxy.

» Thiét bi Web Proxy nhan lai Request tir DLP Prevent, kiém tra va thuc
hién hanh dong (action) trong trwrong X-Header.

o Kha nang capture, t6i wu chinh sach va diéu tra an ninh
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Twong tw trén thanh phan NDLP Monitor, cac thanh phan NDLP Prevent c6 kha
nang capture va lwu trit toan bo luéng traffic (bao gom ca traffic vi pham va khong

vi pham) va cho phép:

* X4y dung chinh sach méi, kiém tra chinh sach méi véi cac ludng traffic
cii, giup tbi wu hda chinh sdch DLP (Tunning DLP Policy) mot cach nhanh
chong.

* Piéu tra cac hanh vi truyén gtri gy thit thoat dir liéu trong qua khr

trong khi chinh sach chwa dwoc ap dung truéc dé.

3.4.3. DLP Endpoint - Chong thit thoat dir liéu tai may tram

o Do quét dinh danh tai nguyén quan trong trén may tram.

Thanh phin DLP Endpoint dwoc cai dit trén cdc may tram ca ngwoi dung.
DLP Endpoint thuc thi do quét dit liéu trén cadc may tram theo lich thiét 14p san
trén DLP Manager (viéc thuc thi do quét c6 thé dién ra khi may tram dang online
hodc offline khédi hé thong). Ngay sau khi dir liéu dwoc do quét va dinh danh (theo
cac tiéu chi datra), dir liéu sé dwoc thanh phan DLP Endpoint thwc thi bao vé ngay
lap tirc.

Thanh phan DLP Endpoint ctia cic vendor khac khi tién hanh do quét dir liéu
trén may tram, chi khi nao théng tin do quét dwgc day 1én thanh phin quan tri tip
trung, va ap xudng cac thanh phan bao vé DLP Endpoint, DLP Prevent thi dit liéu
nay méi dwgc bao vé. Day la diém khac biét cua Trellix DLP Endpoint so v&i cac

vendor Khac.
o Chdng that thoat dir liéu toan dién cho may tram

Thanh phan DLP Endpoint ctia Trellix 1a DLP Endpoint duy nhit cung cip kha
nang bao vé bén bi va toan dién trén cac kénh truyén giri cia may tram bao gbm:
* Bao vé trén tit ca cac kénh truyén gui:
e Ngan chdn ngwoi dung vo tinh, ¢6 tinh upload, truyén gtri dir liéu
nhay cam 1én Web/Internet stt dung HTTP, HTTPs
e Ngan chdn ngudi dung vo tinh, c6 tinh truyén gii dir liéu nhay cam

ra bén ngoai t6 chirc sit dung Email (Outlook, Lotus Note...)
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e Ngan chdn ngwdi dung vo tinh, ¢d tinh str dung cac tng dung ngang
hang (P2P), cac &rng dung IM (Yahoo, Skype...) truyén guri dir liéu
nhay cam

e Ngan chdn nguoi dung truyén gii dir liéu nhay cam bt hop phap
ra bén ngoai t6 chirc bat ké ngwoi dung st dung giao thirc ndo (dwa
trén TCP/UDP), dé dang dinh nghia chinh sach cho tirng dai mang,
giao thirc, port, chiéu (incoming, outgoing),...

e Ngan chidn nguwoi dung in an, truyén giri ra USB, Copy/Paste va
chup man hinh dit liéu (Capture Screen véi phim PrintScreen hoac
st dung phan mém cta hiang thi 3) bit hop phap.

e (Gidm sat nguwdi dung truy cap vao cac tai liéu, dit liéu nhay cam caa
to chirc.

* Bao vé dir liéu trong cac trwong hop c6 tinh Ian tranh cua ngwoi
dung:

e Ditliéu dwoc DLP Endpoint dinh danh la quan trong va can bao vé.
DLP Endpoint sé ngan chin cac hanh vi truyén giri ra bén ngoai cia
nguoi dung ké ca trong cac trweong hop: copy sang 1 file khac, thay
d6i tén file, thay do6i dinh dang (format/extension), nén
(compress), va ma héa (encrypt) véi co ché tracking cda riéng
Trellix.

e Bdo vé va chong that thoat dir liéu trong ca tredng hop ngudi dung
khéi dong may tram véi ché do Safemode.

e Chinh sach (chi tiét dén tirng Rule) c6 thé ap dung khi may tram
online, offline hodc dong thoi online /offline khéi hé théng.

= Cung cip san tinh ning kiém soat ngwdi dung sir dung cac thiét bi
ngoai vi

e DLP Endpoint cung cip sdn kha ning kiém soat tit ca cac thiét bi
ngoai vi khi két ndi dén may tram: Ai dwgc phép st dung thiét bi
ngoai vi nao trén may tram. Viéc kiém soat cac thiét bi ngoai vi sé
giam thiéu s6 lwong kénh truyén giri gy thit thoat dir liéu, giup

phong chong that thoat dir liéu hiéu qua hon.
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DLP Manager
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FireWire ﬂ Bluetooth
uUsB

e MO0t s case cu thé:

o Chi mot s6 ngwdi dung nao d6 dwgce str dung cac thiét bi USB
do chinh té chirc phat/cho phép.

o Kiém soat viéc str dung thiét bi wireless, Bluetooth, két noi
dién thoai smartphone (chi cho sac dién, khéng cho truyén
guri dir liéu).

o Moi hanh vi str dung thiét bi ngoai vi déu dwoc monitor va
lwu thong tin bang chirng.

3.4.4. DLP Cloud - Chdng that thoat dir liéu mirc Cloud
o Phong chdng thit thoat dir liéu trén moi trweong Cloud.
Trellix /Skyhigh l1a thanh phan DLP Cloud, tich hop vé&i ha ting Cloud cda
khach hang (Gsuite, 0365, Box, Dropbox, ...) gitip gidm sat, phat hién va ngan chan
cac hanh vi truyén giti / chia sé dir liéu tir méi truedng cloud ra bén ngoai qua kénh

Email.
o Giam sat, kiém soat viéc Iwu trir dir liéu trén Cloud.

McAfee /Trellix Skyhigh thwc hién giam sat, phat hién va thuc thi xr ly d6i véi

cac truong hop ngwoi dung vo tinh/ ¢6 tinh tao ra, upload cac dir liéu quan trong
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cda to chirc 1én moi trwdong lwu trir cloud (One Drive, Google Drive, ...) vi pham

chinh sach cua té chirc.

o Giam sat, kiém soat viéc chia sé va twong tac dir liéu qua méi trweong
Cloud.

McAfee/Trellix Skyhigh giam sat lién tuc va kiém soat viéc ngwdi dung chia sé
dit liéu quan trong ra bén ngoai mét cach bat hgp phap qua kénh lwu trir chia sé

(Google Drive, One Drive, ...):

» Phat hién va loai bd (revoke) cac quyén truy cip vao link tai liéu (dwoc
chia sé/ forward ra bén ngoai theo link).

» Phat hién va ngan chan chia sé dir liéu véi tai khoan email ca nhan.

* Loai bd cic quyén truy cip ciia ngwoi dung bén ngoai doi véi cac dir liéu
quan trong dang dwoc lwu trit trén Cloud storage.

o Giam sat hanh vi ngwoi dung, phat hién cac treong hop thoa hiép.

Gidm sat lién tuc moi hanh vi ctia nguw¢i dung twong tac trén ha tang Cloud, st
dung cong nghé machine learning dé dinh danh, phat hién cac trweong hop: Insider
Threats (Nguwoi dung xau thwe hién cac hanh vi bit thwong), compromised
account (cac tai khoan bi théa hiép, danh cap), va cadc hanh vi bat thwong clia ngudri

dung dic quyén trén ha ting cloud.

Giam sat, phan tich, phat hién va xir ly de doa

Sau khi da 4p dung cac bién phap vé kiém soat truy cip, kiém soat viéc nguwdi dung truyén

gl va chia sé dir liéu ra bén ngoai theo chinh sdch ma héa va chdng thit thoat dir liéu, giai

phap tiép tuc thwc hién viéc gidm sat, phan tich chuyén siu cac hanh vi twong tac, st dung

dé6i v&i dir liéu bén trong hé thong, ap dung machine learning dé dinh danh cac hanh vi bat

thuwong/ de doa (threat) va xt ly (response) lién quan dén di liéu. Véi tinh ndang phan tich,

phat hién va xir Iy de doa lién quan dén di liéu, gidi phap thiét ké dé ho tro:

* Phat hién va dinh danh cac bat thwong lién quan dén truy cap vao dir
liéu.
» Phathién va dinh danh cac de doa bén trong hé théng (insider threat) va

ransomware.
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» Phat hién va dinh danh ca treong hop data exfiltration.
* Thuwcthi dé tw dong hdéa xir 1y/ stra chira khi phat hién cic de doa an ninh

doi voi dir liéu.
o Tw dong va lién tuc dinh danh cac rui ro dir liéu

Giai phap thiét 1ap tw ddong va lién tuc kham pha thém dir liéu, cac thiét1ap maoi
(phan quyén, cip nhit quyén), tir d6 danh gia va xac dinh cac rui ro méi doi véi

dir liéu va c6 thé thyc thi hanh vi phan (rng (tw dong theo playbook hoic thi cong)

Sensitive data Public @ Org-wide @@ External
exposure

A\
Data exposure Connected services

® @ 8
837 & & & 1
total &

%0 0%

Figure 13: Continuous Inventory & Risk Assessment
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Administrator (corp.local) Directory Hit Count Sensitive
Administrators (corp.local) =] ! corpfsO1 | |
Everyone (Abstract) + Repair Broken Inheritance GDPR (357), PCI (215), PII (165), SSN (
] Exchafge
SharePoint
] CentOS
OneDrive

i Exchange Online

+ SharePoint Online

Figure 14: Risk Mitigation - Manual & Automation

o Tw ddng giam sat va phan tich hanh vi ngw¢i dung (UEBA), phat hién bat
thwong (de doa) va thuc thi xi ly.
Giai phap tw dong thu thip thong tin tir nhiéu nguon khac nhau bao gobm khong
gi¢i han:
» T4t cd hanh vi truy cip dir liéu cia ngwoi dung trén hé thong lwu trir div
liéu (Access/Open, download, delete, modify, ...) cho phép t6 chirc c6 thé

investigate khi cin thiét.

Dashboards ~ Analytics  Scheduled Searches

W vent O

0
0000t 16 0000417 000118 000019 0000420 0000 1 21 0002 0000 Ju23

9 | 115 | 22

Figure 15: User Activity & Investigation

* Thong tin vé dinh danh ngwdi dung tir hé théng dinh danh nguwoi dung

(AD, AzureAD), giip mapping cac s kién twong tac dir liéu véi nguoi
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dung va vai tro trong to chirc, cling nhw paring v&i cac thiét bi ma ngudi

dung st dung, twong tac div liéu.

* S dung threat intelligence dé cip nhit lién tuc nhitng chién thuit, ky

thut, thd tuc méi cia tdn cong APT, mapping vao twong quan dé dinh

danh cac de doa méi t&i dir liéu td chikc

Giadi phap thuc thi phan tich hanh vi (UEBA) dwa trén b luit dinh danh bat
thuwong, két hop hoc may va dich vu chuyén gia chinh hang, gitp dinh danh va canh

bao cac méi de doa c6 rii ro cao doi véi dir liéu cta td chirc. V&i cac treong hop

bt thuwdong dinh danh, gidi phap cung cip thong tin chi tiét vé diéu tra dé t6 chic

c6 thé dé dang review.

q
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corpls02

Dashboards Analytics Scheduled Searches

@ Adminstrator v

_ ==

ALERT DASHBOARD

O Last7Days Sever

Jut 17

Jui1s

® Edge

Jut 8 jut 2o Juan an Jaz

ALERT DASHBOARD

All Servers

ALERTS OVER TIME

Sep18 Sepla

TOP ALERTED USERS

Alan Reed (Azure)
Marketing

Robert Stepp (corp.local)
Legal

Catherine Van (corp local)
Marketing

Bruce Olson (corp.local)
Sales

Alan Reed (Azure)
Marketing

User Info:
Email: areed@corp.com
Manager: Gary Dyson (corp.local)

Medium

W Low

Alert Details:
6 Open alerts

4 Alerts with high severity

Threat Models:

Access to an unusual amount of idle data
Access to an unusual number of idle GDPR files
Activity from new geolocation to the organization
Abnormal behavior: unreascnable GEO hopping

ADD USER TO SEARCH

Figure 16: Threat Detection for Data
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Dashboards Analytics Scheduled Searches

GODPR data was shared publicly A Previous Alert & NestAlert

PLAYBOOK
A playbook for this threat model is not available

Alerted events

Figure 17: Threat Detection with detail information

o Thuwc thi x ly véi playbook t6i wu tir chinh hing
Véi cac su co / de doa da dwoc dinh danh, bén canh théng tin phén tich chi tiét,
gidi phap cung cip cic suggestion dang best practice dé xi ly cac de doa an ninh
nay, dong thoi cung cap kha nang thiét 1ap tw dong hoa cadc hanh déng x ly gitp
td chirc c6 thé chua dong va x& ly de doa mot cach tw dong héa. Cong cu ciing cho
phép t6 chirc ddm bdo an toan khi thwce thi cic hanh vi x ly tw dong héa bao gom:
» Kha nidng thiét l4p request & approval dé apply cac hanh vi x Iy tw dong

hoa.

= Cho phép review va danh gia mirc do anh hwdng trudc khi apply cac hanh

vi xtr ly tw dong hoa.
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Dashboards Analytics Scheduled Searches (® itadmin
wAlrt... X mAertin.X @
Lockout: Multiple account lock-out events 1 Previous Alert 4 NextAlert

ISummary Summary < PLAYBOOK

Alert Info: © Intrusion Status: Open

Users v Detection and Analysis

3 accounts were locked out. Several account lock-out events occurred within a short time frame. This may

Deviess reat model info v indicate a brute-force attack, aimed at stealing user credentials or causing a denial-
of-service for multiple users.
Question: Is there a legitimate reason for the activity, does it stem from a

Data misconfiguration, or is the organization under attack?
Risk Assessment Insights: The following scenarios may indicate an attack:
Time - . .
USERS * The activity for multiple accounts is generated from a small set of devices. The
likelihood of an attack is even greater if the accounts are using atypical devices or
. devices that belong to other users. View the risk assessment insights under
P9 3 Users Devices in the Alert Info page.

No:accounts onvthe Watch List * The activity is detected at regular intervals or at a specific time, such as 5

3 users are disabled or deleted minutes after the hour.

No accounts are privileged

* Multiple failed authentications by the Abstract/Nobody account are detected and
have one of the following event descriptions: “Client not found in Kerberos
database: Bad user name, or new computer/user account has not replicated to DC
yet” or “User name does not exist” for NTLM. These actions may be the result of a
brute-force attack, in which the attacker attempts to guess account names. View
BEVIEES the event description for NTLM events, to check whether the accounts attempting

3 accounts triggered alerts in the 7 days prior to the current alert

3 Additional insights

VARONIS Dashboards Analytics Management

(@ Policies | Showing 14 Resuits

+ New Policy 3 Export
Name ~ Category Type Approval State
Remediate org-wid QB Disabled
Remove collaboration links Yes Q® Disabled
Remove collaboration links Yes Qa® Disa

Yes a® D

Remove

ecific people” collaboration links

Remove memb

collaboration links

Remove members

Remove stale co

p in collaboration links tion links Yes

Figure 18: Incident Response with Playbook

3.6. Quan tri va van hanh tap trung

Hé thong bao méat dir liéu toan dién dwoc quan tri, van hanh don gian va toi wu thong

qua 02 console quan tri:

o Trellix ePO: Quan ly tip trung toan bd cic module vé phan loai dit liéu, ma héa
dix liéu, phong chdng that thoat dir liéu cling nhw quan ly cac incident giy that
thoat dix liéu.

o Varonis: Quan ly toan bo tip trung cac module vé kiém ké&, kham pha dir liéu,
gidm sat va phan tich toan b6 hanh vi twong tac véi dir liéu, phan tich, dinh
danh cac rii ro/ de doa (trong noi bd: Insiders, compromised account) lién

quan dén dir liéu va thwc thi hanh déng phan &ng/ x ly twong (ng.
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Hé théng quan tri cling c6 kha nang tich hgp védi cac hé théng vin hanh an ninh tip trung
(SIEM, SOAR) giup dam bao kha ning gidm sat tip trung, diéu tra va xi Iy sw c6 an ninh tap

trung cho toan hé théng.
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