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Huwdng ti€p can thanh cong dé
bao vé, chong that thoat d liéu

Trellix’s successful approach to
implementing Data Loss Prevention

T.p H6 Chi Minh 26/8/2022

Vi Ngoc Anh - Senior SE

Trellix Vietnam team
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NOi dung

» SO liéu nghién ctru tir cac chuyén gia

- Kién tric bao vé&, chéng that thoat di liéu clia doanh nghiép
- Cach ti€p can dé trién khai thanh céng

» Bao vé di¥ liéu trong cdng tac van hanh ctia SOC
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TrelhiX

SO liéu nghién clru tr
cac chuyén gia

Sé liéu khao sdt ctia Hoc vién Ponemon ndm 2018 va 2015 tir hon
2000 chuyén gia lam bao mat & cdc doanh nghiép khap toan cau

da tirng c6 sw c6 xam pham di¥ liéu trén

Trellix | Always Adapting. Always Learning.
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SO liéu thong ké tir cac chuyén gia

Who wants the data?

57" 43" [0

External actors Internal actors
Policy,
Console

What external groups were responsible ' 7
2.7,
for your data breaches? Unified X 4

< Yt
anagement - \" /' p

What internal groups were responsible
for your data breaches?

Malware

Organize Employee Accidental
Natii  Employee Intentional
Third-Party Accidental

Third-Party Intentional

W 2018 W 2015

Figure 2.

4 Ponemon Institute 2018 and 2015 Surveys Trel I IX



What steps have you taken over the last 12 months
to strengthen defenses?

Purchased additional 64%
security products 58%
Invested in employee 62%
security training 55%

nvestel \What technologies are used (or should be)?

securif]
DLP, EDR, and CASB are the typical security technologies |Place to stop insider threats?
deployed to combat data theft.

o/

Outsourd b
Security Deployed Likely would have
technology percentage prevented breach if it
had been installed
EDR 67% 80%
CASB 65% 68%
DLP 42% 68%

Figure 15. Insider threat detection processes.
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TrelhiX

Kién tric bao vé di¥ liéu
cla toé chirc, doanh nghiép

Trellix | Always Adapting. Always Learning.
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Bao vé tong thé va thong nhat

Increase business agility and resiliency with more effective device-to-cloud security

‘BB v P e, &

<=

Distributed Shared . Sensitive Network Device  Cloud-Direct Mgy - Airport Ohiprem,
Cloud Data Protection eb-borne and Cloud-borne threats Remote Users to Cloud Direct-to-cloud and {ooﬁdfto\éloud N

Stop advanced threats before
they impact your organization.

(e.g., ransomware, phishing, fileless, apts,...)

Apply persistent, comprehensive data
protection from device to cloud.

-
”

-
-

Efficient security operations
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Bao vé&, chong that thoat di liéu trén tat ca cac vector

Data Types Data Loss Vectors Solution

Data-in-Motion @ adnn m_- A __, | DbtPPrevent

101101100110101001 m__- DLP Monitor
Email/IM Web Post Network Traffic Cloud MVISION Cloud

Data-at-Rest @ = (,./\5 DLP Discover

— —_—

011001101010011011 — =: Drive Encryption

File Share Database Desktop/Laptop Cloud Storage MVISION Cloud

= DLP Endpoint
Data-in-Use |
ng- —> | File and removable

1011011001101001 Media Encryption

Removable/Devices Email/IM Collaboration File & Clipboard
Device Control

MVISION Cloud

8 TrelliX




Applications

)

Endpoint DLP

NDLP Discover
nDLP Monitor

NDLP Prevent

NDLP Prevent

DLP Capture

/

Internet

OUT COMES
Cover all use cases,
across all channels
Unified data
classification
Consistant policy
enforcement

Scale on demand
Vision to Unified Threat
Prevention & Data

Protection

On-Clouds

S
' PayPal m 32 Dropbox

Web and ShadowIT

COVID-19 - Sy bung né ctia c4c dicl ong tac
600% 350% 300% 200%
*

sI;ck

APPLICATIONS

EENIXES

DC on Public &
Private Cloud /

TrelliX



Piéu tra phan tich va toi wu chinh sach

Forensic and learning ability

DLP Policies
........... * Mine data with
""""""" Egress Out PCl Google-like search
HIPAA - capabilities
n InteAI\IectuaIgerSertles o Eepandle serd
— SEEREDNS BEE of historical data
pany « Bonus = Help catch
: theft of critical data
All Matches v
Internet .

Traditional Vendor Violations Database Trellix DLP Capture Database
- False negatives destroyed » Pre-set Policies * Everything captured

« Cannot LEARN and adjust policies - Dashboard reports * “Information gap” solved

« Assumes you know what to protect - Distributed notification of * Ability to LEARN from the past

violations and reports

10 TrelliX



Bao mat tap trung cho nhiéu Cloud — MVISION Cloud

Private Cloud On Premise DC

1

|
|
|
1

OPS APP SEC DLP UEBA

DETECT

MITRE TTP
correlation for
cloud events

Single Service Asset Container APl and User, Device

and Access
Anomalies

Discovery, Discovery, Security, In-Tenant Data
Compliance Assessment, Prioritized Risk Security,
Verification Protection Malware Scans

laaS/SaaS

Policy
Management

8 MVISION Cloud: Integrated Cloud Security Platform

TrellixX



Quan tri va van hanh tap trung

Pon gian héa bang chia sé chinh sdch phan logi va bao vé di liéu

DLP Discover Server ePO

SQL
l g MysaL NDLP Discover m
Oracle Databases ‘

ESharePoint Sites %/ /

CIFS Shares
box
3¢ Party e-mail o
Gateway Database Repositories

DLP Endpoint .
N

©
g
o \\g ¢ (= =D

H \\(/ Switch

NDLP Prevent

- ‘;"v) X
. /4
Firewall ~ laaS/PaaS Internet/ShadowIT

12 TrelliX

Web Gateway

servicenow

] Office 365 Stite

NDLP Monitor »

Google Drive
& OneDrive

SaaS




L6 trinh trién khai cac giai phap

MVISION MVISION
ePO CLOUD

Sec Ops
Platform
(Backend)
Endpoint
Workplace ;TC
XDR Sensors
(Frontend)
NX/NSP
(2 I
Data
13 Protection

Intel - MVISION Insights

Cloud Connect

M

Workplace Threat Detection &

GitHub

] Office 365

4t slack

SaaS Collaboration

Endpoint Security & EDR
Mobile Security
Device Control

Network Threat Analysis
Network Intrusion Prevention
Network Anti-Malware

Data Classification
Endpoint DLP

Network DLP: Discover,
Prevent, Monitor, Capture
Encryption and FRP

Apps

©)

Detection-
on-Demand

]

Email
Security

UCE

Response Playbooks

API Integrations

!&

Azure AD

Identity and Access

Management

Endpoint File Analysis
Messaging Threat Analysis

Collaboration Threat Analysis

Business Email Compromise
Phishing and Spam Protection
Email Anti-Malware Protection

SSE integration for Cloud
access, data and Network
Protection

(UEBA) o

Partners
(Not
Exhaustive)

Cp Phantom

splunk>

’

EAN DIANT

-
THREATQUOTIENT

70+ 650+

Partners Parsers

150+ 75+

Plug-ins Cloud
Connectors

aWs ibwss
N ttivo
okta

@ 3
BR Microsoft Hive

a iIXia  stslack
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TrelhiX

Cach tiép can dé
trién khai thanh cong

Trellix | Always Adapting. Always Learning.
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Hwéng tiép can thanh céng

Rui ro sé khéng mat
di, chi c6 thé giam di,
hoac chuyén di

Quanly ruiro -

Risk-based

Tlr cdc don vi ¢o tai
san/d liéu c6 nhu
cau bao vé nhat
truwdc

Gieo hat -
Seeding

Chinh sach,
quy trinh - Con
nguwoi - Cong

nghé

Chinh sach, Quy
trinh, Hwdng dan ro
rang

15

Nguyén tac 80/20

Tl cac don vi ¢ tinh
tuan thd tot nhat
trdc

Pao tao nhan thirc

Tap trung: xac dinh
muc tiéu quan trong
nhat, di liéu can bao

vé nhat, viéc lam
hiéu qua nhét

Trién khai - Gidm sat -

T6i wu - Ap dung

Cong nghé
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‘ Kiém ké, nhan dién, phan loai d liéu quan trong, can bao vé NSy
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‘ Huén luyén nhan thirc cho nguwoi dung RRAAAS
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‘ Bao vé cac di liéu quan trong nhat: phan loai, ma hoda J S S —
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‘ Ngan chan viéc 10 lot di¥ liéu qua cac kénh chinh: email, web, USB ::t§§§
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‘ Ngan chan viéc 16 lot d liéu do vo y NN } } }

NNV LT

A A ~ SR NNV

Piéu tra viéc that thoat dir liéu \\ [ [//

g \ |77

1/ /77

16 TrelliX



Phwrong phap phan loai dir liéu

Identify how you want to classify information

Organizational
level

Based on

applications

Based on end
users and clients
(most difficult)

17

Document internal entities (departments, divisions), then expand to
external entities (partners, vendors, competitors, and so on)

Classify information based on the data source and flows between entities

Trellix DLP
Classification

. ) (Automatic
Document applications used Classification,

Classify information based on the data source and flows for each A
application; for example, Windows Explorer, web browsers, encryption
applications, and email clients

Classification)

Document roles and data access points for each individual in the
organization; for example, top-down using the organizational chart

Classify information based on data source and flows for each individual

Data
Classification

tools
(Titus, Bolden
James, AlIP)

TrelliX



Dao tao, huan luyén nhan th&rc clia ngwoi dung

Trellix DLP Protection Process

[ Classify ] Create classifications from the
Classification console

/ 1 Educate end user §n the use of

/ notifications/justifications
’ [
Manage the McAfee DLP

incidents from DLP Incident = gey ,
Manager *
1N

[ Track ]

Track how and where the
files containing sensitive
content are used

[ Manage ]

a

Protect sensitive data by applying
rules with DLP Policy Manager

18 TreliX




Hop tac dé trién khai va van hanh thanh cong

19

Customer

* Leader and business sponsor and involving

the project
¢ RISK-BASE APPROACH MIND SET
e HR for Data Governance
e Review Endpoint Spec [ OS/ Software

e Policy & Processes

Trellix

e Enterprise Architect and technologies
best practice

 Professional Services for Deployment
Reviewing and Optimizing
* Data Protection Program

Partner/Disty

Architecting and Roadmap
Deployment Services

Data Classification (A)

Review and Optimize before go-live
Data Governance Workflow
Enhanced Support Program

Data Protection Program (A)

e Experience project planning

Data Classification (A)

Deployment & Data Classification (B)
On-boarding and Operation

Technical Support

TrelliX



Khach hang va dy an da trién khai & Viét Nam

« Co quan nha nwdc
- Ngan hang, bao hiém, t6 chirc tai chinh

.Té
.Té
.Té
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0 doan, @
0 doan, @

0 doan, @

Ooan
Ooan
Ooan

N ng
N Ng
N ng

niép da nganh: bat déng san, du lich, dich vu y té
niép san xuat: phan mém, 6 t6,

hiép

TrelliX



TrelhiX

Bao mat di liéu trong cong tac
van hanh ctia SOC

Trellix | Always Adapting. Always Learning.
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Bao vé di liéu trong nén tang XDR va SOC

O O O o
1 1 1 1

SecOps Researcher Partner MSSP
70+ 650+
Vendors Parsers
150+ 75+
7R Threat % Advanced Advanced Plug-ins  Cloud Connectors
CHBED G)o
7 Intelligence ML/AI Analytics Groups @ Playbooks

A Atlassian Jira AWS GuardDuty
CB Endpoint ‘eses| Cisco Umbrella
E-: IBM Qradar Netskope

% Palo Alto Prisma
Trellix Trellix Trellix Trellix Trellix B Thesta ] servicenow
Data Email Endpoint Network Cloud

Security Security Security Security Security

Symc Bluecoat == Windows Defende

And hundreds more...

Trellix Single Agent + Realtime Threat Intelligence Sharing (Open DXL)

22 TrelliX




Cac bai toan I&n clia van hanh bao mat

Threat Behavioral
Management Analytics

(o |
¥[8/

= 1
Nhan dién va danh Phat hién va x{r ly Phét hién va x(r ly Phat hién va xtr ly
gid nang luc cadc mdi nguy hai cac nguy co' va cac hanh \{i bat
phong vé, trinh sét (Threat) - ma déc, xam pham d liéu thudng, xau cua
va dy bdo tan cong may tinh va nguoi
dung

Thi€u hyut nguén nhan Iy, vi tri cong viéc va ky
nang cing nhu lién tuc dao tao
Ty dong hda, diéu phoi va phoi hgp hoat dong

TrelliX
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