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Skyhigh Security Cloud Native Application Protection Platform (CNAPP)
extends Skyhigh Security’s Cloud Access Security Broker (CASB) data
protection. It provides both data loss prevention (DLP) and malware
detection for threat prevention and governance and compliance. Our
CNAPP comprehensively addresses the needs of this new cloud-native
application world, improving security capabilities and reducing the total cost
of ownership (TCO) of cloud security.

The Skyhigh Security Cloud Native Application Protection Platform

Skyhigh Security CNAPP is the industry’s CSPM is a class of security tools that enable
first platform to bring application and data compliance monitoring, DevOps integration,
context to uniquely converge cloud security incident response, risk assessment, and risk
posture management (CSPM) for public cloud visualization. Per Gartner, “Nearly all successful
infrastructure. attacks on cloud services are the result of

customer misconfiguration, mismanagement,
and mistakes. Security and risk management
leaders should invest in cloud security posture
secure and compliant fashion despite the speed, management processes and tools to proactively
complexity, dynamics and scale of laaS and PaaS a.nd reactively identify and remediate these
deployments.” risks.”

According to Gartner, “CSPM offerings provide
business and security leaders assurance that
their cloud services are implemented in a

Comprehensive | Automated | Frictionless
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Figure 1. Skyhigh Security
CNAPP—Under the Hood.
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Figure 2. The four elements of
Skyhigh Security CNAPP.

Skyhigh Security CNAPP: Cloud Native Application Protection Platform

Security
CNAPP

Extend MITRE to
Cloud Threats and SOC

Skyhigh Security
CNAPP Components

Shift Left/DevSecOps

Identify: Discover and prioritize based on risk

The ability to comprehensively discover, classify, °
and prioritize risk across public cloud providers,
applications, and data.

e Gain visibility of regulated or sensitive data
stored in cloud storage services like Amazon
S3, Azure Blob Storage, and GCP Cloud °
Storage. Perform on-demand scans to identify
malicious files or automatically quarantine
files that have protected data.

Detect security misconfigurations and
mitigate drift in laaS platforms, as well as
popular container services like Amazon
EKS, ECS, AWS Fargate, Azure Kubernetes
Services, and Google Kubernetes Engine.

Scale security and empower development,
operations, and architect teams. Identify
risky applications and provide near-real
time feedback on incident resolution and
unintentional risk exposure..
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Figure 3. Skyhigh Security
CNAPP: risk-driven
prioritization summary view.

Build and deploy: Shift left and DevSecOps

e The ability to protect against configuration
drift and provide vulnerability assessment at
the time infrastructure is being “built as code.”

e Integrate security into the CI/CD pipeline
to proactively detect and correct insecure
configurations, software vulnerabilities, or
changes in once-secure configurations.

e Automate security checks and balances at
different stages by shifting left within the
code pipeline, making security resolution
faster and less time-consuming.
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a Operate: Extend MITRE ATT&CK to cloud threats and the SOC

The ability to detect and mitigate cloud native
threats by mapping it to the MITRE ATT&CK
framework .

e Empower the SOC by mapping the cloud-
native threats to the MITRE ATT&CK
framework for proactive remediation.

e Visualization of network flow traffic to
provide granular visibility, detect suspicious
and malicious network traffic, and use threat
intelligence to eliminate false positives.

Enable real-time and proactive threat
protection by identifying compromised
accounts, insider threats, privileged user
threats, and malware based on automated
models, predefined policy or custom rules
and thresholds.
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o Protect: Continuous compliance, data, and permissions

Figure 4. Skyhigh Security
CNAPP: individual service view.

e The ability to ensure continuous compliance
and business continuity.

e Skyhigh Security CNAPP provides the
umbrella of continuous compliance, allowing
companies to track their cloud native
applications and platforms against regulatory
frameworks, such as PCI-DSS, HIPAA, NIST
800-53, and GDPR standards.

Analytics

Run granular management of permissions
across cloud infrastructure. Help identify
user permissions, inactive accounts and
inappropriate access. Block risky users,
revoke access, and enforce additional
authentication.

Meet audit requirements and automate
security controls for data and storage.

Application Name: Health Care App S =T aTRT a1
Risk Scare Show All Resources Sort by Risk
High Risic Mediim Riskc & Low Risk: 1 () Sampine Exprore
. ____ B | Nt B LS et -
Incidents Threats () Network Explore %
Policy Violations by Severity Last 30 days Theeats by Severity Last 30 days W0 RDS. LS west >
= 1 4 Ewplore 5
e L Erstical 0
oLp 4 ,
* I o 1 Explore
1
Resources Tag Group Connection View Explore % (o) t“"‘l'::‘: - Faplore %
Mumber 6f resource by categorny and compiant o ECL USWest
5 1 o Explore
Wetwork " o —, i
1= Compute = s
e W ke us west o ot
L] -;- !\)
5 ] B

Securing Cloud Native Applications with Skyhigh Security CNAPP



SOLUTION BRIEF

In summary

For existing applications to gain the agility, scalability, resilience, and cost benefits
of cloud-native computing, enterprises need to pivot from “lift-and-shift” projects to
a modernized cloud migration strategy. Skyhigh Security CNAPP combines security
capabilities using the same data and threat protection policies in Skyhigh Security
CASB to improve compliance while simplifying and accelerating the adoption of
cloud native applications.

Learn more

For more information please visit skyhighsecurity.com or invite
us for a demo at skyhighsecurity.com/demo

1. Source: Gartner, Hype Cycle for Cloud Computing, 14 July 2021. Analyst(s):
Analysts: David Smith, Ed Anderson.

2. Source: Innovation Insight for Cloud Security Posture Management.
Published: 25 January 2019. ID: GO0377795 Analyst(s): Neil MacDonald.
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About Skyhigh Security

When your sensitive data spans the web, cloud applications, and
infrastructure, it’s time to rethink your approach to security. Imagine
an integrated Security Service Edge solution that controls how data
is used, shared, and created, no matter the source. Skyhigh Security
empowers organizations to share data in the cloud with anyone,
anywhere, from any device without worry. Discover Skyhigh Security,
the industry-leading, data-aware cloud security platform.

For more information visit us at skyhighsecurity.com
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